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Agenda
• Cyber Security is Coming to 

SRFs
• How Idaho DEQ Approached 

Cyber Security
• What We Can Do!
• Idaho Cyber Security
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Cyber Security is Coming to SRFs
• Nation-wide Cyber Security 

requirements are coming 
• It’s not if , but when new 

regulations arrive, Idaho is trying 
to get out ahead of it

• White House Letter to Governor 
regarding Cyber Security Plan
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How Can We Be Cyber Experts TOO?

• Good news! We aren’t the 
Cyber Experts

• We Are the Information 
Gate Keepers!

• Cyber Informed 
Engineering (CIE) is a 
common-sense approach 
for the water sector
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Idaho Water Sector 
Total DW Systems – 2,014
By Population <3,000 – 97%

<10,000 – 99%

Total CW Systems – 370
By Population <3,000 – 76%

<10,000 – 85%

Most systems are too small for 
current Cyber Security initiatives
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How Idaho Approached Cyber Security
Do Something! 

One person attended cyber webinars and 
virtual conferences:

• Collected resources
• Eventually had a basic 

understanding of Cyber Security
• Gauged what the industry was 

doing
• Found Cyber Experts in the 

Water Sector, someone must 
already be working on this!
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What We Can Do!
SRFs can:
• Internal Training on Cyber Security

• Direct engineers to information on Cyber Security 
and Cyber Informed Engineering (CIE)

• Include Cyber Informed Engineering (CIE) rating 
points in the LOIs

• Have a Cyber Security point person in program
• Collect resources
• It eventually starts to make sense!

• Include Cyber Best Practices & Current Trends in 
your newsletters and outreach
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Idaho FY2026 Planning Grant LOIs
• Met with Industry Experts and discussed incentivizing Cyber Informed Engineering (CIE) in our 

Letters of Intent (LOIs)

• Wanted to ensure that we asked for something that was achievable in the Cyber Community
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Idaho FY2026 Loan LOIs
• Met with Industry Experts and discussed incentivizing Cyber Informed Engineering (CIE) in our 

Letters of Intent (LOIs)

• Wanted to ensure that we asked for something that was achievable in the Cyber Community
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Idaho FY2026 Loan LOIs
• Met with industry experts and discussed incentivizing Cyber Informed Engineering (CIE) in our 

Letters of Intent (LOIs)

• Wanted to ensure that we asked for something that was achievable in the Cyber Community
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Consultant Training

• Our approach requires the Consultants to be trained

• INL has committed to provide training for Idaho Consultants

• Eventually want a Cyber Informed Engineering (CIE) 
certification be available

• We will review how our approach worked FY2026 and adjust 
as needed
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Industry Partners
Special Thanks to:
Andrew Ohrt from West Yost &
Virginia Wright from Idaho National 
Laboratory (INL) 
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Questions?

MaryAnna Peavey
Grants and Loans Bureau Chief
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