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Cybersecurity Projects & Funding for Water Utilities
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About the Speaker 
• Nushat Thomas, Cybersecurity 

Branch Chief

• EPA’s Office of Water
• Office of Ground Water and Drinking Water
• Water Infrastructure and Cyber Resilience 

Division 
• Cybersecurity Branch

• Email: thomas.nushat.a@epa.gov
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Water Sector Cybersecurity Threat Landscape
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Water Sector 
Cybersecurity 

Incident 
Statistics* 

*Updated as of January 30th, 2024. This chart only 
includes the incidents that have been voluntarily 
reported to EPA, CISA, or FBI.
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EPA’s Cybersecurity Assessment and 
Technical Assistance Resources
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EPA Water Sector Cybersecurity Evaluation Program
• EPA conducts free cybersecurity 

assessment for Water and Wastewater 
Systems to identify cybersecurity gaps.

• The program uses the EPA 
Cybersecurity Checklist. 

• You will receive an Assessment Report 
and a Risk Mitigation Plan template.
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EPA Water Cybersecurity Assessment Tool (WCAT)
• Utilizes EPA’s Cybersecurity 

Checklist and provides a 
method to evaluate 
cybersecurity practices at 
water and wastewater 
utilities.

 
• The Tool Features: 

• Assessment Workbook 
• Assessment Report
• Risk Mitigation Plan
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Cybersecurity Technical Assistance
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Cybersecurity Technical Assistance Program for the 
Water Sector
• Under this program, water and wastewater 

systems, state primacy agencies, and 
technical assistance providers can submit 
questions or request to consult with a 
subject matter expert (SME) regarding 
cybersecurity.

• EPA will strive to have an SME respond 
within two business days. 

• All assistance will be remote.
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Cybersecurity Planning
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Water Sector Cybersecurity Program Case Studies 
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Case Studies highlighting the 
cybersecurity success stories at 
water and wastewater utilities.
•  Small Wastewater System
• Medium Drinking Water System
• Medium Combined System 
• Large Combined System

https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-small-wastewater-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-12/231205-medium-combined_508c.pdf
https://www.epa.gov/system/files/documents/2023-10/231010-large-combined-case-study_508c.pdf
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Cybersecurity Training
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Cybersecurity 101 Webinar for Water Systems
• This webinar reviews basic cybersecurity 

topics including:
• Account security
• Device security
• Data security
• Training, and more. 

• You can use this webinar during your 
annual cybersecurity training!

• EPA plans to release Cybersecurity 201 in 
2024.
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Link: https://www.youtube.com/watch?v=e2QDbgrojb0

https://www.youtube.com/watch?v=e2QDbgrojb0
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Cybersecurity Tabletop Exercises 
• EPA offers free cybersecurity tabletop exercises for water and 

wastewater utilities to test incident response procedures and 
to provide resources to develop and improve incident 
response plans. 

• EPA partners with primacy agencies, state agencies, water 
sector associations, WARNs, CISA, and FBI. 

• Email watercyberta@epa.gov to request a tabletop exercise. 
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Cybersecurity Response
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Where to Report?

Threat Response (FBI) Asset Response (CISA) Centralized Response (EPA)

Submit an internet crime complaint 
form to the FBI at www.ic3.gov or 
contact your local field office at 
www.fbi.gov/contact-us/field. 

The FBI will conduct the investigation.

Submit a computer security incident 
form to the Cybersecurity and 
Infrastructure Security Agency (CISA) 
Incident Reporting System at 
www.uscert.cisa.gov/forms/report. 

CISA can be contacted by phone at 
888-282-0870 and by email at 
Central@cisa.gov. 

CISA will provide technical assets and 
assistance to mitigate vulnerabilities 
and reduce the impact of the incident.

Please reach out to the U.S. 
Environmental Protection Agency 
(EPA) Water Infrastructure and Cyber 
Resilience Division (WICRD) at 
watercyberta@epa.gov.  

EPA’s WICRD will act as a centralized 
federal point of contact between the 
affected parties/stakeholders and all 
appropriate federal agencies 
incorporated in the incident response.
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Cybersecurity Funding
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Cybersecurity Funding Opportunities

Clean Water State Revolving Fund Drinking Water State Revolving Fund

• Provides assistance to any public, 
private, or nonprofit entity for 
measures to increase the security 
of publicly owned treatment works, 
including cybersecurity.

• Learn more about the CWSRF here: 
https://www.epa.gov/cwsrf/clean-
water-state-revolving-fund-cwsrf-
environmental-benefits-report

• Provides assistance with All-Hazard 
Risk and Resilience Assessment, 
Training, Equipment, and 
Infrastructure, including 
cybersecurity.

• Learn more about the DWSRF here: 
https://www.epa.gov/dwsrf
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https://www.epa.gov/cwsrf/clean-water-state-revolving-fund-cwsrf-environmental-benefits-report
https://www.epa.gov/cwsrf/clean-water-state-revolving-fund-cwsrf-environmental-benefits-report
https://www.epa.gov/cwsrf/clean-water-state-revolving-fund-cwsrf-environmental-benefits-report
https://www.epa.gov/dwsrf
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Midsize & Large Drinking Water System Infrastructure 
Resilience & Sustainability Program
Purpose: Protecting drinking water sources from natural 

hazards, extreme weather events, and cybersecurity threats

Funding amount: ~$5,000,000 + 

Eligibility: Public water systems serving more than 10,000 
people

Application period: Announced and open for applications in 
2024
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Future Examples
• Successfully funded projects
• Explicit criteria
• Water Utility Case Studies
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EPA’s Cybersecurity for the Water Sector Website
https://www.epa.gov/waterriskassessment/epa-

cybersecurity-best-practices-water-sector 
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https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
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